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Technology Transactions
Introduction
In 2021, the pandemic, and its impact on the way
customers interact with businesses, remained a
powerful force driving many insurers and producers
to accelerate their adoption of new technology. As
further discussed below, in technology transactions,
we saw a focus in 2021 on digital transformation, AI,
data monetization, and collaboration between
incumbents and insurtechs. Increasingly, we are
seeing a positive-feedback loop in these areas
leading to increasing convergence of previously
distinct technologies and trends.

Digital Transformation Through Cloud
Adoption
Digital transformation and cloud adoption
continued as a top priority in 2021. While
traditionally within the jurisdiction of IT
departments as a mechanism to reduce cost,
business executives at large insurance companies
have seen the broader potential strategic benefits
in deploying cloud-based services as a key pillar to
their digital transformation strategies. For many
such companies, this has meant using cloud
products to modernize core systems, improve
operational efficiency and agility, and create new
digital front ends. We have also seen multi-cloud
solutions adopted for resiliency and agility.
Generally, the more integral that cloud services
become in strategic functions, the greater the
interest in ensuring that those systems have the
proper redundancy, protection, and support.
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We are seeing insurers and producers increasingly
comfortable with mitigating and managing the data
security and privacy risks associated with moving
core systems to cloud infrastructure. However, as
cloud becomes the core of the technology stack,
companies have to consider other typical cloudbased issues in a new light,. For example, cloud
providers usually have the right to change their
service offerings from time to time, typically in their
sole discretion. Insurers and producers seek to
mitigate these risks either requiring including a
product roadmap or schedule for future upgrades,
modifications or deprecations or otherwise include
“guardrails” in the contract that define how and
when the service may be changed or how much
advance notice must be given. For mission-critical
cloud services, heightened focus is paid to ensuring
quality, availability and resiliency through
contractual incentives such as service levels (i.e.,
benchmarks for measuring the performance of a
system), and still more so if the provider will host
customer-facing aspects of the insurer’s business.
This more strategic approach to cloud, and
contracting for cloud, was a key focus for 2021.

AI Adoption
For years, insurance professionals have discussed
how AI will change the insurance industry. These
conversations have been mostly forward-looking,
but in 2021 we saw insurers and producers begin to
realize this vision by increasingly delegating tasks
to AI, including tasks relating to marketing,
underwriting, claims processing, customer service
(e.g., chatbots), and fraud detection, to name a

few. In regard to claims processing, for instance,
ML can assist insurers by assessing damage
severity and predicting repair costs from historical
data, sensors and images.
These AI tools can be built in-house but the
investment in the AI space in recent years has
produced an abundance of leading AI solutions
from by technology players big and small. We
have seen clients turn to these solutions
increasingly in 2021, whether licensing specific
tools for specific functions, contracting for
development of AI solutions, or by outsourcing
wider functions to service providers able to offer
dramatic productivity gains and other
improvements through robotic process
automation (“RPA”) and other AI technologies.
However, the use of AI in business raises a number
of unique issues. In addition to the usual
requirements for license and SaaS agreements,
these AI-specific concerns include issues regarding
compliance with applicable laws and regulations
and intellectual property rights and ownership.
In regard to legal compliance, 2021 saw rising
concern that AI decision-making processes will
discriminate against members of a protected class
because the outputs looked only at correlation
instead of causal factors or relied on data that
itself reflects a discriminatory past. The strict
regulatory environment in which insurers operate
makes this point particularly noteworthy, as
highlighted by the New York Department of
Financial Services’ recent position to address the
risk of unlawful discrimination and lack of data
transparency in insurance decisions. In
transactions, a key issue is how to secure
commitments from AI providers that AI tools and

AI-based systems will not discriminate against
protected classes of applicants or employees,
which is a difficult data science challenge.
In regard to protection of intellectual property
(“IP”) rights, a key concern is that IP laws do not
protect AI output because they protect only human
creativity. As a result, contractual provisions have
been evolving to capture and protect value created
through AI. For example, the insurance business
may seek to own AI output as a trade secret,
requiring both specific language in agreements and
operational procedures to preserve secrecy.

Data Monetization
If AI and the cloud are the engines driving
transformation for insurance businesses, data can
be thought of as the fuel Like any engine, AI
delivers more power with more and higher quality
fuel. Thus, data is increasingly valuable. For
insurers, data obtained from the beginning to the
end of a policy’s life cycle can help to identify,
price and manage risk for new policies. Insurers
might also be able to leverage the data for
customer acquisition, customer retention, or
otherwise to sell the insights generated by AI tools
to insurtechs, producers, data brokers, platforms
or other industry participants.
In 2021, we saw insurance companies increasingly
licensing data and developing data-sharing
partnerships. The sources of data can take many
forms, including employment agreements,
policyholder applications, supply agreements, joint
ventures or strategic alliances, and research and
development agreements. This external data can
then be pooled with internal data, commonly in a
cloud-based “data lake,” where ML algorithms and
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other AI are deployed to achieve a variety of results,
including driving decisions in real-time, cloudbased customer acquisition systems.
These data strategies can provide enormous
competitive benefits, but come with challenges.
One such challenge is tracking the origin, often
called provenance, of the data in the data lake.
Existing data that is unstructured and siloed in
disparate systems or departments can be hard to
trace back to its source. Consolidating data further
into a searchable data structure can lead to a
further loss of data provenance. Creating derived
data and insights compounds the problem. Without
knowing where data came from, it becomes difficult
and therefore costly to assess the associated rights
and restrictions, to determine what commitments
may have been made with respect to such data, and
to comply with in-bound data licenses.
When partnering with a third party for the sharing
and use of data, insurers must also consider
security, privacy and regulatory risks. Insurers
usually mitigate these risk through traditional
contracting methods, such as representations and
warranties, compliance commitments, risk
allocation provisions, and termination rights. But
these partnerships may subject insurers to new
regulatory frameworks. For example, if the
partnership requires the insurer to transfer data
from its internal database to a third-party data
lake, the transfer may implicate a cross-border
transfer, potentially triggering data localization and
export control restrictions. Being aware of and
tackling these challenges was a key focus of the
data strategy in 2021 for insurers.
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Collaboration vs. Disruption
The headlines that have grabbed attention in recent
years have largely focused on insurtechs disrupting
incumbent insurers and competing directly for
customers, but what we saw in 2021 was an uptick in
collaboration, rather than competition, between
insurtechs and incumbents. The pandemic
continues to challenge all companies, not just in the
insurance industry, to change how value is delivered
to their customers. In the insurance space, 2021 saw
many insurtechs focus on disrupting key elements of
the insurance value chain, rather than replacing it
entirely, thus creating an opportunity for
collaboration with incumbents. From the insurtech’s
perspective, partnerships with insurance companies
allow them to acquire new customers, and both
parties are interested in gaining insights from data
generated by these collaborations.
The contracting approach for these collaborations
is evolving. While some can be approached from a
traditional service provider/recipient construct with
one party providing services on a business-tobusiness basis, other collaborations involve both
parties interfacing directly with the customer. These
agreements require more careful consideration of
each party’s rights, roles and responsibilities,
including with respect to the end customer. Other
key topics in insurtech-incumbent collaborations
include the parties’ obligations with respect to
compliance with law and each party’s rights to use
or monetize data generated from the collaboration.

Conclusion

Authors

Over 2021, AI and disruptive competition continued
to increase the value of data on the cloud, and thus
the investment in migrating to the cloud, while the
migration of critical functions to the cloud
continued to increase the amount of data gathered
and the power of AI and technology collaborations.
We expect this positive-feedback loop to continue
to increase the role of cloud, AI, data and
collaboration for years to come.
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